Wi-Fi & Home Network Security ﬁh @]

Your home Wi-Fi network is the gateway to all your devices. If someone gains access to it,
they could eavesdrop on your internet traffic or use your connection without permission.
Securing your Wi-Fi router is therefore very important, and fortunately, it’s not too difficult:

Change default login and password on your router: When you get a new wireless router
(or the one provided by your internet company), it comes with a default administrator
username and password (for example, many routers use admin/admin or admin/password
as the default to log into the settings). These defaults are often publicly known, which
means if you leave them unchanged, a nearby hacker could log into your router’s settings.
The first step is to change the router’s admin password to a unique, strong password.
You typically do this by accessing the router’s setup page — usually by typing something like
192.168.0.1 or 192.168.1.1 into your web browser (the manual will have instructions). It
will ask for the current username/password (check the sticker on the router or manual for
the default if you haven’t changed it). Then find the administration settings to change the
password. Use a strong password that you write down and keep safe (since you won’t use
it often). This password protects the configuration of your router.

Also, change the default Wi-Fi network name (SSID) and Wi-Fi password. By default,
routers might name the network something like “Linksys12345” or “Netgear”. You can
personalize the name (e.g. “SunnydaleWiFi” or something fun, just nothing that identifies
your address or full name). More importantly, set a new Wi-Fi password (sometimes
called the WLAN key or passphrase). Use WPA2 or WPA3 encryption (more on that next)
with a strong passphrase - it can be different from your admin password. For example, you
could use a passphrase like TwilightSparrow$59 for your Wi-Fi —you’ll only need to enter it
once per device typically, as your devices remember it. The goal is to prevent neighbors or
anyone nearby from accessing your network without permission.

Use WPA2 or WPA3 encryption: In your router’s wireless security settings, make sure you
have encryption turned on for the Wi-Fi. WPA2 is the standard on virtually all modern
routers — it might show as “WPA2-PSK” or “WPA2 Personal”. If your router offers WPA3,
that’s even newer and more secure. Just avoid the outdated option WEP - that one is not
secure at all (it’s an older standard; hopefully your router doesn’t even have it, butif it
does, don’t use WEP). Typically, you’ll select WPA2-AES encryption, set your Wi-Fi
password, and that’s it. This ensures all data between your devices and the router is
encrypted so outsiders can’t snoop, and it ensures only people with the password can
connect.

CyberSafe

CYBERSAFE IN THE COMMUNITY




Keep the router’s firmware up to date: Just like your computer or phone, the router itself
has software (firmware) that occasionally gets updates to fix security issues. Check the
manufacturer’s website or the router’s admin interface to see if there’s a “Firmware
Update” or “Router Update” option. Some newer routers auto-update themselves, which
is great. If yours doesn’t, maybe set a reminder twice a year to check for updates. Updating
firmware can patch vulnerabilities that hackers might exploit. If you rent the router from
your internet provider, they might handle updates — you can ask them about it. In any case,
having the latest firmware helps protect against known threats.

Set a strong Wi-Fi password & share it carefully: We touched on this, but to emphasize -
choose a Wi-Fi password that’s not easy to guess. Don’t leave it as the default printed on
the router if it’s something obvious. The defaults are sometimes unique (like arandom
string) — if that’s the case, it might actually be fine to use the default Wi-Fi password ifit’s
long and random (some ISPs set a pretty strong unique password by default). Butif it’s
something like “12345678” or “password”, change it. Treat your Wi-Fi like the front door to
your digital home. Share the password only with family and trusted guests. It’s generally
not a good idea to let neighbors piggyback on your Wi-Fi, even if you have unlimited data -
you don’t truly know what they’re doing online, and it would be traced back to your internet
connection if it were something bad.

Use a Guest Network if available: Many routers let you create a Guest Wi-Fi network
with a separate name and password. The idea is you can give guests internet access
without exposing your main network/devices to them. If you have frequent visitors, it’s nice
to enable the guest network. Set a simple password for it and give that to your visitors.
Guest networks typically only allow internet access and isolate the guests from your
computers/printers on the main network. If you don’t have that feature, it’s okay — just only
give out your main Wi-Fi password to people you really trust. You can always change your
Wi-Fi password after a lot of guests have used it, just to be safe.

Turn off WPS and UPnP if you’re not using them: This gets a bit technical, but briefly:
WPS (Wi-Fi Protected Setup) is a feature that lets you connect devices by pushing a button
on the router instead of entering the password. Sounds convenient, but it has some known
security flaws, so it’s best to disable WPS in your router settings unless you really need it.
Similarly, UPnP (Universal Plug and Play) can be abused by malware - if you’re not using
any smart home devices that rely on it, turning it off can harden your network. These
settings would be in advanced menus, and if you’re not sure, you can skip this step or ask a
tech-savvy friend.

Where you place your router: This is more about signal than security, but if you live in an
apartment or neighborhood, know that your Wi-Fi signal can extend beyond your walls. If
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possible, place your router centrally in your home so that coverage is mainly inside, and
less so spilling out the street. However, if you’ve secured it with WPA2 and a strong
password, it’s encrypted anyway, so others can’t use it without the password. The main
risk is someone guessing or cracking a weak Wi-Fi password, which is why a strong one
and WPA2 encryption are vital.

Monitor connected devices: Once in a while, log into your router’s interface and see the
list of connected devices (often found under DHCP clients or attached devices). If you
recognize all the devices (your laptop, John’s iPad, Mary’s iPhone, Smart TV, etc.), great. If
you see something unfamiliar (like a device with a weird name or an extra phone you don’t
recognize), you may have given the password to someone who shouldn’t have it or perhaps
a neighbor guessed it. In that case, you can change your Wi-Fi password and that
unknown device will get kicked off (you’ll have to reconnect your known devices with the
new password, but the intruder will be locked out). This is usually not an issue if your
password is strong and you haven’t shared it widely.

Secure all smart devices: Nowadays, many homes have not just computers and phones,
but also things like Wi-Fi cameras, smart doorbells, Alexa/Google Home, smart TVs, etc.
Each of these devices could potentially be a point of entry. Basic tips: change default
passwords on those devices if they have one (for example, some IP cameras have their
own login — change it from default). Keep them updated if updates are provided. Most
important, having your network itself secured (with the above steps) goes a long way
toward protecting all of them, since it prevents outsiders from directly accessing those
devices.

Public Wi-Fi caution: While on the topic of Wi-Fi—a quick note about public Wi-Fi
networks (like in coffee shops, airports). Those are often not secure (even if they have a
password, everyone knows it, like “Starbucks” Wi-Fi). Avoid doing sensitive transactions
(banking, shopping with credit card) on public Wi-Fi unless you’re using a VPN orit’s an
emergency. It’s safer to use your smartphone’s cell data (or personal hotspot) for sensitive
stuff if you’re out and about.

By taking these steps for your home network, you’re creating a strong first line of defense
against attackers. Think of it as locking not just the front door, but also the back door and
windows of your digital house.
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Home Network Security Checklist:

e [1MyWi-Fi network is secured with WPA2 or WPA3 encryption and a strong Wi-Fi
password (not the factory default).

e [1l have changed the router’s default admin username/password to a unique
strong login, so only | can change settings.

e [1lkeep myrouter’s firmware updated to the latest version (or my ISP updates it).

11 use a Guest network for visitors (or | only share my main Wi-Fi with trusted people),
and | periodically check what devices are connected.
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